DISC Pulse Secure Setup Instructions for Remote Access

Open Pulse Secure App
[bookmark: _GoBack]Click on + symbol in Connections
[image: ]
Enter the following:
Name: DISC 
Server URL:  nag.edc.usda.gov/lincpass 
Click Add
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Click Connect
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Select the “Authentication” certificate on the Lincpass card, save settings, then click connect
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Enter Pin then select OK
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Accept End User Agreement
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Confirm you are connected and then select close.
[image: ]
The VPN connection will remain open as indicated on your taskbar 
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[Post_Sign-In Notification ~
ISpecial Terms and Condictions (STC) Users Agreement for Elevated Privilege (EB)
Rights

Personnel with elevated privilege roles will adhere to the following for their
access righe:

1. Administrators with EP access will accept responsibility and accountability for
lany intentional or unintentional actions taken which could impact infrastructure,
lplacsorns, or systems. In the event an EP administrator impacts or degrades the
infrastructure, system, or platform, professional service hours associated with
lche rebuilding or recovery of the infrastructure, platform, or system, will be the
financial responsibility of the EP user’s organization.

l2. DISC has established logical baseline platform policies to prevent EP
acministrators from altering many but not all settings in the infrastructure,
placforns, and systems. Any configuration standard settings altersd without
[authorization will be reverted back upon detection through automated methods or
other means. Unauthorized changes to the infrastructurs, platforms, or systems
Wil be recorded and reported to the EP user’s organizational security office.

3. Administrators will contact the DISC service desk for access issues where their
£2 rights do not allow them the ability to perform the desired function.

4. Application owners will maintain responsibility for defining their requirements
land establishing controls to protect applications and data beyond infrastructure
land platforn controls.

5. Application owners are not authorized to install software to the platform
system’s drive (C:\ Drive) on Microsoft servers or UNIX Operating System mount
points (cypically /, /usr, /var, and /opt, including underlying directories).
Brplication owners who have an application limitation or are required by the
lapplication vendor to install software to the Microsoft system drive or Unix Open
[systen mount points will require documented authorization from DISC for a
standards deviation.

6. Administrators with EP rights shall not medify, delete, or tamper with system,
security, or platform software agents, nor shall they modify, delete, or tamper
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