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FMMI Portal Desktop Requirements

The FMMI Desktop Configuration Guide is intended for Agency IT POC’s and Agency IT Desktop support
personnel who will assist end users with desktop support needs for FMMI. The FMMI Desktop
Configuration Guide provides the required software and recommended web browser settings to run
FMMI.

1.1 Federal Desktop Core Configuration (FDCC)

All agencies must be compliant with the Federal Desktop Core Configuration (FDCC) to use FMMI. The
Federal Desktop Core Configuration (FDCC) is an OMB-mandated security configuration. The FDCC
currently exists for Microsoft Windows Vista and XP operating system software. While not addressed
specifically as the "Federal Desktop Core Configuration," the FDCC was originally called for in a 22 March
2007 memorandum from OMB to all Federal agencies and department heads and a corresponding
memorandum from OMB to all Federal agency and department Chief Information Officers (CIO).

For more information on FDCC, please refer to NIST guidance at http://nvd.nist.gov/fdcc/index.cfm

1.2 FMMI Desktop Software Requirements

The following software applications are required for FMMI desktops:

1. FMMI Supported Operating Systems
e Microsoft Windows 7
e Microsoft XP
e Microsoft Vista

2. FMMI supported Web Browser

Microsoft Internet Explorer 10.0

e Microsoft Internet Explorer 9.0

e Microsoft Internet Explorer 8.0

e Microsoft Internet Explorer 7.0 (WIN XP only)

3. Oracle Java Runtime Environment (JRE)*
e JRE 1.8.0 U25 or lower
e JRE 1.7.0 U71 or lower

4. Adobe Flash Player*
e Adobe Flash Player Xl (11) current patch level and below
o Adobe Flash Player X (10) current patch level and below

5. Adobe Reader (AR)*
e AR Xl (11) current patch level and below
e AR X (10) current patch level and below

*Supportability is maintained via incremental kernel patching due to high frequency release.
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1.3 Installing Java Runtime Environment (JRE) for
FMMI

FMMI requires Java Runtime Environment (JRE) Version 1.6 or higher.

To install the JRE,
1. Go to http://java.com/en/download/manual.jsp#win
2. Select Windows Offline 32 or 64-bit.
3. Select Save As from dialogue box.
4. Choose the folder location. (Save the file to a known location on your computer, for example, to
your desktop).
Close all applications including the browser.
Double-click on the saved file icon to start the installation process.
Select Next through each prompt of Java Setup window will appear.
7. The software installation will execute. When it completes, a Java Setup — Complete box will
appear. Select Close.
8. Confirm successful installation and configuration through Java test web-link.
9. Disable JVM (if applicable)
o0 From the Internet Explorer menu, Select Tools > Internet Options > Advanced tab
0 Select Use JRE <version>...
0 Deselect JIT compiler for virtual machine enabled (requires restart)

oo
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1.4 Recommended Web Browser Settings
The web browser settings listed below are recommended to run FMMI.

1.4.1 Browser Caching

Browser caching reduces the network load and enhances performance as static content (for example:
.css or .js files) do not have to be transferred to the Web browser if they are already available in the
browser cache.

To enable browser caching for the Internet Explorer (IE):

1. Select Tools > Internet Options > General > Settings in the Browsing History files frame.
a. Select Automatically under Check for newer versions of stored pages.
b. Increase the Disk space to use to at least 250.
c. Select OK.

2. From the Tools menu of the Internet Explorer: Choose Internet Options, Security tab, and
a. Select Trusted Sites > Sites.
b. Enter *.usda.gov to list if not already added and select Add.
c. Select Custom Level.
d. Inthe displayed Security Settings,
i. Enable Cookies: Allow per-session cookies (not stored) or Miscellaneous:
User data persistence
i. Enable Scripting: Active scripting
iii. Enable Scripting: Scripting of Java applets
iv. Select OK

3. Return to the Internet Options pop-up and choose the Advanced tab.
a. Make sure that for option "Browsing" the setting "Show friendly HTTP error
messages" is not selected.
b. Select OK to save your settings and to close the Internet Options pop-up.

4. To prevent the cache from being emptied on browser close,
a. Select Tools = Internet Options, Advanced tab
b. Inthe Security section uncheck the "Empty Temporary Internet Files folder when
browser is closed" checkbox, then select OK.

5. To allow the cache to be written on disk,
a. Select Tools = Internet Options, Advanced tab
b. In the Security section uncheck the “Do not save encrypted pages to disk "checkbox
c. Select OK.

1.4.2 Setting the Browser for Compression

When using the Microsoft Internet Explorer, you must activate the HTTP 1.1 setting in order for portal
compression. SAP also recommends using HTTP 1.1 protocol to take full advantage of all Portal
functionality.

To set the compression in Microsoft Internet Explorer:
1. From the Tools menu of the Internet Explorer, Choose the Advanced tab
2. Scrollto HTTP 1.1 settings.
a. Enable Use HTTP 1.1 checkbox is selected.
b. Enable Use HTTP 1.1 through proxy connections is selected.
3. Select OK.
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1.4.3 Configure Pop-up Blocker

Configure the browser to allow the FMMI portal in the pop-up blocker.
1. Select Tools from the browser menu
a. Navigate to Pop-up Blocker
b. Select Pop-up Blocker Setting
2. Inthe Pop-up Blocker Settings window
a. Enter fmmi.usda.gov in Address of websites to allow.
b. Select Add
c. Select Close

1.4.4 Configure TLS SSL Connection

Configure the browser to allow TLS1.0 or greater run by FMMI portal to mitigate POODLE vulnerability.
Select Tools > Internet Options > Advanced from the browser menu
d. Scroll to Settings to Security section
e. Select TLS1.0,TLS 1.1,and TLS 1.2
f. Deselect SSL 2.0 and SSL 3.0
g. Select Apply and OK to close

[] Enable native XMLHTTP support

Emenein s el
=g gy e

[] usessL 2.0
[ usessL 3.0
Use TLS 1.0
UseTLS 1.1
Use TLS 1.2

SH—mmmmleasastifembepadrats mismatch®

[ Warn if rhannina hehuesn senire and nat camira mnda | =

1.4.5 Configure Compatibility View Settings
Configure the browser to allow TLS1.0 or greater run by FMMI portal to mitigate POODLE vulnerability.
Select Tools > Compatibility View settings from the browser menu
h. Input usda.gov into Add this website
i. Select Add
j- Or simply select Display all websites in Compatibility View

k. Select Close
Compatibility View Settings ﬁ

l/_\h ‘fou can add and remove websites to be displayed in
& Compatibility View.

Add this welﬁ/ \

Websites you've added to Compatibility View:

o
i

el
i

["1ndude updated website lists from Microsoft
Display intranet sites in Compatibility View

| ["| Display all websites in Compatibility View |

Close
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1.5 Section 508 Configuration

Some users may require screen reader extension to perform their duties. To support screen readers, the
client based SAPGUI software must be installed on the users desktop and configured to integrate with the
screen reader software.

1.5.1 Install SAPGUI for Windows

To obtain a copy of SAPGUI and installation instructions, please contact the FMMI Help Desk.

1.5.2 Install Screen Reader Software

To obtain a copy of Screen Reader software and installation instructions, please contact the FMMI Help

Desk.

1.5.3 Configure SAPGUI for Windows

To configure SAPGUI:

1.
2.

o

Navigate to All Programs - Control Panel = SAP Configuration
On the Design Selection tab:
a. Disable Use New Visual Design
b. Disable Notify when a script attaches to a Running SAPGUI
c. Enable Use Accessibility Mode
d. Select Apply followed by Ok
Login to SAPGUI for Windows, select Customize Local Layout (Alt +F12) from the top right of the
screen and select Options
On the Accessibility tab:
a. Verify that the Accessibility Mode Status is set to enabled. If not restart your workstation
b. Verify that the following options are selected:
i. Include Disabled Elements in Tab Chain
ii. Display List Symbols as Letters
On the Options tab:
a. Verify that the following options are selected:
i. Beep at Message
ii. Dialog Box at Success Message
iii. Dialog Box at Warning Message
iv. Dialog Box at Error Message
On the Cursor tab:
a. Verify that Select Text in Edit Field in Insert Mode is disabled
Select Apply followed by OK
Select Help from the top menu
Select Settings

O On the F1 Help tab:

a. Selectin Modal Dialog Box

11. On the F4 Help tab:

a. Select Dialog (modal)

12. Select green checkmark followed by Ok
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1.6 Appendices

1.6.1 SP Maintenance /IE Compatibility Schedule

1. The current FMMI SAP ECC 6.04 SP13 does not support IE 11. There are display and functional
issues associated with use in IE 11 that cannot be resolved by Compatibility View or without SP

upgrade. Users experiencing these issues are recommended to downgrade to supported version
of IE10.

2. The scheduled July/August 2015 FMMI SAP Maintenance Cycle updates will fully support IE
11.0 and below on WIN 7 32/64Bit OS and below running JRE** 7/8.
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1.6.2 Java (JRE) Known Config Issues

1. Ensure *fmmi.usda.gov is included in IE Trusted Sites list: Tools > Internet Options >
Security > Trusted sites > Sites:

s' 11 WELISILE ]Il LD UL LI DA JUU-0 G Jdyd D0 R TP ¢ e S0 LT AT ST, e, o L WU LFUSL LS ARSI S L G- gL L
wet Optior a o

General| Security |Privacy Content | Connections || Programs | Advanced

4 “ou can add and remove websites from this zone, All websites in
-.'a/’ this zane will use the zone's securiky settings.

Select a zone ko view ar ge security settings,

0 ‘g \ i f ® &dd this website ta the zane:
: v HY | |
Inkernet Local intranet  Trusked si Restricted
sites
Mo

Trusted sites * Frnrmi,usda. gov
Sit | . . . Remove
) f This zome contains websites that you nt *.usda.gov
W trusk not ko damage your computer or

wour files,
¥iou hawve websites in this zone,

Lt

Security level For this zone
[IRequire server verification ¢thttps:) for all sites in this zone

Custom

Custom settings.
- To change the settings, click Custom level,

- To use the recommended settings, click Default level,

—_— 0 Latest Java installed

[ Custom level. . H Default level ] Your Java configuration is as follows:

[ Reset all zones to default level ] vendaor: Oracle Corporation
Wersion: Java SE 7 Update 25
Operating Systermn: Windows XP 5.1
Jawa Architecture: 32-bit

[ OF ][ Cancel ]

2. Ensure IE Scripting of Java Applets is Enabled: Tools > Internet Options > Security >
_..Trusted sites > Custom Level (Scroll to Scripting section): . _. .. ... __.. ...

General| Security |Privacy Content | Connections || Programs | Advanced Settings
(® Prompt ~
Select a zone to view or © security settings. =] Allow stabus bar updates via script
—— P ) Disable
@ lg 7 ".‘»'r} ® (® Enable
. - . = | Allow websites to prompt for information using scripted wind: el
Inkernet Local intranet  Trusted sites  Restricted © Disabl
sites 1sable
(&) Enable

Trusted sites =] Enable %55 filker
) ,’ This zone contains websites that you O Disable
W brust not to damage vour comfauter or

y () Frahle
wour files, F=—
‘fou have websites in this zonf, =) é;rlptlng of Java applets
. . Disable
Security level For this zone ® Enable ‘
rampl -
O Prompt
Custom Lser &y ithenticatinn E
Cuskom setkings, [+ B, [V
- To change the settingk, click Custom level, < | >

- To use the recommended sektings, click Default level, *T_akes effect after you restart Internet Explarer

‘ Reset custom setkings
Reset to: |Medium {default) V| [ Reset... ]

[ Custom level... H Default level ]

[ Reset all zones to default level ] [ fol's ][ Cancel ]

Java Architecture: 32-bit

[ OK ] [ Cancel
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3. Ensure Java Plug-In’s are Enabled: IE Tools > Manage Add-ons (Scroll to Oracle section):

Manage hdd-am )

Wiesy and manages woir Internet Explorer add-ons

Pame Puishar = Sratin Fill datn ViarEon L 1T - |
[ R e T i) C T R R T S 17

|ep Teoellan s ared Ehasnaine |

Sauch Providan Sy Finerparatad

[ﬂ.m;kuu-. Adobs POF Lk Halpa' Adche Syitedns, nio... Erabled TITHI0IZ F51 M 101438 000 s
fi et Fitenrg D eihey Aupvesrica, T
Tarea{ o) Plug-n S5Y Helpes O Aminca, I Eruadiad BROLIEIS AM  TO2E0 1S 000
Trea{tmy PLgin 2 S5V Helpas  Cracks Amenca, e Erabbd BE2OLIEIGEM 7028018 001

iy o add-ong - i B Srite Limited Eruied BiT20LE 00 &AM Q01D (ifech

B Fursdas t st P sk AT T ABE P HE e

Select am add-on o maodily siabus of view detsils.

Fancd mone Tookes ard s S 4
Lmar mone about tookas and datenirs ma

4. Open (JRE) Java Console from Home > Control Panel > Programs:

R —————

@\\;}‘| v Control Panel » Programs » v|<'rf|| Search Control Pane

Control Panel Home

Ej Programs and Features
h' Uninstall a program ‘g‘ Turn Windows features on or off | View installed updates

Systern and Security
Run programs made for previous versions of Windows | How to install a program

Network and Internet
Hardware and Sound |@ Default Programs . ) . . .
W Change default settings for media or devices | Make a file type always open in a specific program
¢ Programs Set your default programs

User Accounts

Desktop Gadgets
Add gadgets to the desktop | Get more gadgets online | Uninstall a gadget
Restore desktop gadgets installed with Windows

Appearance and
Personalization
Clock, Language, and Region

Ease of Access Free Fall Data Protection

lava (32-bit)
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5. Select Security tab and ensure Enable Java content in browser is selected:

a

| Security | .ﬁd'u'anr_edl

Enable Java contentin the browser

| General | pdate | Ja

Security level for applications not on the Exception Site list

() Very High - Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revoked.

@ High - Java applications identified by a certificate from a trusted authority are allowed to
run, even if the revocation status of the certificate cannot be verified. 1

Exception Site List

Applications launched from the sites listed below will be allowed to run after the apgFopriate security
prompts.

ttps:finortal fomiusda.goy
https: ffportalbi, frmmi.usda. gov Edit Site List...

IL '

View the active Deployment Rule Set

Restore Security Prompts I I Manage Certificates. ..

Newer versions of JRE require an additional Manifest Permissions attribute to run certain remote
Java applications. The following exclusion sites are required to resolve this issue in the interim:

e From Windows select Start > Programs > Configure Java > Security

e Select High for Security Level

e Select Edit Site List and then add

e https://portal.fmmi.usda.gov (FMMI Portal alias)
https://portalbi.fmmi.usda.gov (FMMI Bl-Portal alias)
https://portalcr.fmmi.usda.gov (FMMI CRM-Portal alias)
https://portalgr.fmmi.usda.gov (FMMI GRC-Portal alias)

FMMI Desktop Configuration Guide v6.5.doc 12 of 13 8/13/2015


https://portal.fmmi.usda.gov/
https://portalbi.fmmi.usda.gov/
https://portalcr.fmmi.usda.gov/
https://portalgr.fmmi.usda.gov/

USDA

United States Department of Agriculture

FMMI Desktop Configuration Guide

6. Lastly, in rare occasions users must clear their JRE cache.

Select General > Settings > Delete Files > OK (with all boxes checked):
Java Control Panel - _\@ Temporary Files Settings

General | Update | Java | Security | Advanced|

About

View version¥gformation sbouk Java Control Panel.

Hetwork Settings

Metwork, settings are usedwhen making Inkernet connections. By default, Jawva will
use khe network sethings inour web browser, Only advanced users should modify

thess settings.
Metwork Settings. .

Temporary Internet Files

Files you use in Java applications are stor
later. Only advanced users should delete fil

in & special Folder for quick execution
 modify these settings.

Keep temporary files on my computer.

Lacation

Select the location where temporary Files are kept:

‘\ana\Settings\npphcatinnData\Sun\]ava\Dap\nyment\cacha‘ [ change... ]

Disk Space

Select the compression level for JAR files:

Set the amount of disk space for storing temporary files:

——p{ DeleteFies.. | [ Restore Defauts |

32768 5| MB

Settings. . ]_[

Java in the browser is enabled, See the Security kab

Delete Files and Applications:

e and Log Files

ed Applications and Applets

plied Applications and Applets

Your Java configuration is as follows:

vendor: Oracle Corporation

Apply

Yersion: Java SE 7 Update 25
Operating Systern: Windows XP 5.1
Jawa Architecture: 32-hit

7. Please reference the Java test site for additional info links on how to troubleshoot:

preacom

Tok el

Wi 4w H &l

Hew do | test whether Java ks working on my compauter?

g weeking irva wirs dedacin an i srabem
WRLBI L By i) ed BLAA, btk

java

Your Java |s working
- Laterwt Srvn wral albedd

Tl £2rICE 314 YO Maching i HEWO stiove, D s8¢ Chack rre 2008aral confgurstn

Crach provders i pary comtact kimason 1o el Yo Bnd Wehnk
Frcay Ehange ot PRce, Drache 364 not quaTTIR T ks urkey of T

FMMI Desktop Configuration Guide v6.5.doc

13 of 13

8/13/2015



http://www.java.com/en/download/testjava.jsp

	Previous Change History
	Document Sign-off
	Source/Target Personnel Contact Information
	FMMI Portal Desktop Requirements
	1.1 Federal Desktop Core Configuration (FDCC)
	1.2 FMMI Desktop Software Requirements
	1.3  Installing Java Runtime Environment (JRE) for FMMI
	1.4  Recommended Web Browser Settings
	1.4.1 Browser Caching
	1.4.2 Setting the Browser for Compression
	1.4.3 Configure Pop-up Blocker
	1.4.4 Configure TLS SSL Connection
	1.4.5 Configure Compatibility View Settings

	1.5  Section 508 Configuration
	1.5.1 Install SAPGUI for Windows
	1.5.2 Install Screen Reader Software
	1.5.3 Configure SAPGUI for Windows

	1.6  Appendices
	1.6.1 SP Maintenance /IE Compatibility Schedule
	1.6.2  Java (JRE) Known Config Issues




